Datasheet: eWriter Workflow Services

eWriter Solution. Designed for the way your work flows.

The eWriter Solution is designed
for businesses that must centrally
manage on-premise, remote and
mobile documents and workers.

Comprised of business-class
tablets and back-end eWriter
Workflow Services, the solution
offers complete visibility and
control over how forms data is
captured, authenticated, routed
and archived.

eWriter Workflow Services
eWriter Workflow Services are

centrally managed through a secure,
private, collaborative website where

users can find, retrieve, organize

and archive their documents, tablets

and applications, either personally
or as a member of a corporate
administration team.
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Identity Access Management
Access to the eWriter Workflow
Services is role-based, identity
managed and hierarchically
divided into two types of accounts:
Administrators and Users. User
access can be further controlled
using the “grouping” function
provided within the eWriter system.
m Administrator Accounts.
Administrators of the eWriter
Workflow Services have the ability
to manage users, groups, tablets,
documents, blank forms and tags
(search filters), and can apply
role-based access rules for all
of these resources. At least one
administrator account is required
to set up eWriter Workflow
Services for their company site.

m User Accounts. A user can be
granted access to the eWriter
Workflow Services and to one or
many Ricoh eQuill tablets within
the business unit. Each user
account comes with its own Inbox,
which acts as a repository for all of
the users documents, accessible
from Ricoh eQuill tablets or via
the eWriter Workflow Services. All
documents are synced between
tablet and server, so that even if a
tablet gets lost, the documents will
remain available from the eWriter
Workflow Services interface.




Encrypted Storage

10 or 100 GB/mo

Ricoh eWriter Solutions offers
securely encrypted data storage,
pooled across the business

unit and shared by all users in
increments of 10 GB and 100

GB. Users can archive and

easily retrieve their documents.
Documents are data-encrypted,
well-preserved, easy-to-locate and
stored redundantly in two different
geographic locations. In addition, a
document disposal date can be set
by administrators and authorized
users.

Analytics

Ricoh eWriter Solutions offers
number of documents submitted
by user, by group, by company
and by application on a per-month
and cumulative basis.

The analytics data is made visible
to all administrators via an HTML
chart or downloadable comma
separated variable (CSV) file.

AuthentiDoc Account
AuthentiDoc provides the
strongest document authentication
available. An AuthentiDoc account
can be enabled for a specific user
account on a per-account basis.
Once enabled, all documents

(and associated PDFs) submitted
by this user will be encrypted
using the patented AuthentiDoc
entangled hash methodology then
encoded with lookup keys.

Note: The AuthentiDoc lookup
data is in addition to the standard
date, time, user name and login id
that is stored with every document
on submit, and any location data
that is stored for 3G-enabled
tablets.

AuthentiDoc Certificate
Customers who have the
AuthentiDoc service can visit
http://www.ricoh-ews/certificate
to purchase and receive a PDF
certificate of authenticity on any
document they submitted - no
login required.

Pricing and Availability
END CUSTOMERS:

Ricoh EWS products and services are sold through our network of qualified
Channel Partners listed on http://www.ricoh-ews.com/partner_portal.

CHANNEL PARTNERS:

Pricelists and ordering information are available to you on the Ricoh

EWS Partner Portal. To join our partner program and gain access to these
materials, please complete the signup form at http://ricoh-ews.com/partner-
signup. For details, contact us at partners@ricoh-ews.com.
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Nomad Services

Customers who purchase Ricoh
eQuill Nomad + WiFi tablets
require one Nomad enablement
(Basic or Max) per tablet to
transmit documents via 3G and
WiFi. More data options (Shared
or Roaming) can be added on top
of the Basic or Max services.

m Basic Nomad Services
include 250 MB in-plan data
transmission + 10 MB roaming.

m Max Nomad Services
include 500 MB in-plan data
transmission + 50 MB roaming.

m Shared Nomad Services provide
an additional 2GB of in-plan data
transmission (no roaming).

m Roaming Nomad Services
provide an additional 100 MB of
roaming data transmission.

Nomad Location Tracking
Included in the Nomad Service
for any 3G tablet, location-

based tracking provides the
system administrator with a
method for locating tablets at
specified intervals. Using the
eWriter Workflow Services, the
administrator sets up latitude/
longitude GPS coordinates to
enable location tracking and
frequency. This location data is
then stored to a comma-separated
value (CSV) file that will import
readily into web-based GPS-
mapping systems such as Google
Maps. If AuthentiDoc is purchased
in addition to 3G, the tablet
location will be authenticated and
stored each time the user presses
submit.
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